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ALLIED FORCE HEADOUARTTRS
Office of the Adjutant Ceneral
AFC 512

30 July 1943
SUBJECT: Safepuarding Military Information.
TO :  All Concerned.

The attached article, "Safeguarding Military Information,! is
reprocuced from the April, 1943, issue of The Adjutant General's School
Bulletin, for the information of all concerned.

By command of General EISENHCWIEHR:
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7.3 DAVIS, & &g
Brigadier General, USA,

Adjutant Ceneral.
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ALITED FORCE HEADGUANTEES
kPO 512

SAFEGUARDING IFLITLRY INFCRMATICI

Eternal vigilance is the price of safety. IHNowhere is tlis more
true than in the safecuarding of militery informaticn. Too many of
us regsrd this es something thal is done only in the Hitelicock menner,
but it is the responsibility of all militery personnel, all civilian
employees of the Wear Department, end the wenegement and erployees of
all commercial firms cngeged in work for the Yer Department. The re-
gponsibility for treining in the safepuerding of militery informeation
1eats vith the comnending officer of eech of the alove, but it does not
gtop there., Even those whe handle vaste peper cnd the charmen have &
ot inconsidereble part.

This article sets forth some of the procedures to be used in a
heedgquarters. Not &ll of tha procedures will be applicable to every
office, bul thoy nay provide en outline from vhich a standerd opercting
procediure pey be planned. The nuesticon 1s considered here from the
standpoint of the adjutant, as the respensible officer of the cffice of
racord, and vill be divided icto tie parts:

(1) Procodures for safegucrding nilitery information ceontained in
clesgified documents, ineludilys office procedures, trensiission of doe-
umenta, accownting, storage, and the lile.

(2) Safcguerding militery inforimetion contsined in the mind, - hich
inecludes the Adjutant's part in cducating the commend.

Mothing in this discussion must be interprated &8s meaning to reclieve
the cormending officer of lLis recponsibility. It is retier to sugecot
the acticna of the adjutant, es tha most trusted sgent of the conmending
cfficer,

INCONING DOCULENTS

In the matter of office rouline, the firat considerstion vill ho in-
coming moss&acos:

of texpering. If thore ig evidence of temyiering, report the faet to the
office of origin dich vill institute en investigation if decamcd necess-
ary. o one will open the inner covax merhed "Seeret! cxeept the perscn
to vhom eddreossed, or & specifically designated cpent of his. In either
case, the enclosed receipt fornm vill be deted, signed, end returncsd to
the sender. If the subject matter hes becn i contuet vwith the inner
cover, this cover will be destroyed by burning.

CONFIDENTIAL = - Confidenticl documents will be treated in
the seme manner as seeret, except thet slightly pgreater letitude may be
elloved in delegeting ewthority to cpen tho inner cover. 1in cases yvherea
e recoipt cerd is not included, nenz need be returned. The optiou of
including e receipt cerd rests with the sender.
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RESBTRICTED = = Restriotod doocumonts moy be handlod by anyono
dolegatcod to handIo ordinary moil. Ho rocoipt cord is roquired.

REGI S8TERED = - Thoso documents will bo marked with a rogistor
numbor on the titlo pagd or tho inside covor. The short title, tho offico
of rooord to which roturns will be mado, and instructions covering tho roe
turng for ncoounting and ultimate disposal will also bo shovm. Tho date
may be cnoloscd on o soparate shoet 4f it is impractionblo to put datn on
titlo page or ineido front covor. Ropistorod documonts will bo hewdl-d tho
samo ne scorot documonts, oxcopt that o rooord will bo made of onch trans-
action involving rogistored documonts, ond a oompleto inventory will be koot
by custodians. Pars 28, 29, and 30 of AR B80~5 prescribe tho prooodurs and
forms usod in transmitting and cccounting for rogistered dooumonts,

QUTGOING DOCUMENTS,

Oubgoing clussifiod documents aroc thoso proparcd for transiission oute
glds of tho headquoarters. All olossifiocd dooumonts will bo marked os pro=-
soribed for that class by par 18, AR 380-5, Spocial oars will bo tcken with
rogistorced documonts to include the cdditionnl data requircd by par 258, AR
380-6. TIf a document is to be sont to semoonc othor thon military or nowval

porsonncl, or civilian omployecs of thosc dopartmonts, it will also be marked
or stompod os followa:

"This documont contoins information affocting the notional dofonso of
the Unitod States within the meaning of the lieplonoge siot, 50 U,8.C,, 31 and
32 os amended. Its transmission or tho revolation of its contents in any
manner to on unnuthorized person is prohibitod by law."

ET = - In addition to tho abows, secret dooumonts will show
Tity for the elnssifioantion and the dnto affixed (sco nar 18 ¢,
AR 380=5). This is usunlly shown as:

SECRET

auth: CG 00th Inf Div
Dntos

Initials:

Usually tho Chiof of Staff, tho Chicf of amy of the Gonornl Stnff Sac-
tions, Tho Adjubant Genoral, or an Assistant adjutant Goneral is authorizod
to initinl tho classification (par 9 o, AR 380-5)., Arrongomonts should bo
mado for transmission by offioccr courior or by rugistorod nail (for detuils
8oc poar 19 a, AR 380-5). Tho subjuct mattor vill bo inclosed in an innor
ond an outor covor. The matter in tho document will be protoctod by o cover
shoot, or by foldiug from dircot contnot with the inner covor. Tho inncer
oovor will bo scaled, nddrosscd, and plainly morkod "Scorot! in such manmor
that the "SBoorct" will bo scon as soon ns tho outor cover is opened. The
outor covor will bo addressed in ordinary mannor und will onrry no marlkings
that roveal that the contonts aro olassifiocd, A roocipt form will bo in-
closod which will identify tho sendor, tho rooeivor, and the dato rocoivod.
It is an aid to make the roceipt form in triplioato nnd sond oripinal and
duplicote with the dooumont, Tho addressoc accompliches both and roturns
tho originnl to tho sender. The tripliocto, whioh has Loen filed in tho
offico of origin, is thon destroyod and the roturred original filed, This
emblos both the sondor and roceiver to have o oorplote rocord of tho trans-
action at all timuﬂ:v
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Theso doumﬂn:f:ts will be hondled in the somo manner as soocrct doouronts,
oxoopt thot tho inner cover will contain a roooipt form only when tho sondor
docms it noccssary. Confidontial dooumonts portulising ‘o militory intelli-
genee moy be tronsmittod by ordinary mail whon, in the opinion of tho for=
wirding officor, no sorious congoquoncos would be ontadiled by thoir losa,

RESTR ICTED-+ This mattor nay be transmitted by ordinary
mail, oxprens, or froight, to ony point in the world, with corttin rostrico-
tiong as sot forth in par 19 ¢, AR 380-5,

REGI STERED = = Thoso documents will havo boon elaosifiod as
soorcE, oonfidontial, or rostrictod bofere they con bo designated or rogis-
tored, Thus their preparation and tronsmission will be tho same ns that for
tho ocorroeponding claseifiontion, oxecopt that rostricted documertte,, whon
registerod, must bo tronsmittod by reglstored mail. Registerod documents
will show, in addition to othor narkings, tho regigter number, short title,
offico of rocord to which returns will bo made, and instructions covering
tho roturns for ite nocounting and ultimato disposals

8 EC such orders ro=
quire travel, clossifiod "Ro~
atricted," Thoeo oxtracts will contain only:

- = Z.f1) Nome of trawveler.

(2) 8Station from which transforrad,
(3) Date and mode of trovole
(4) Port of ombarkaotion.

Those rostrictod oxtrocts will be furnishod to unit porgonnel and other
rcporting scotions ond to tho trangsportotion officor, This mothod enables
both of thosec sections to perform their dutics without the risk involvod in
handling thu netual secrot or confidential documents, The troansportation
officor will bo furnishod two complotc copies of tho secrot or confidonticl
ordors, howover, for tronsmission to tho Chicf of Finnnco.

INTEROFFICE TRA/SMISSION OF DOCUIENTS,

In nddition to incoming nnd outgoing documonts tho problem of intorof-
fico tronsmlssion ariscs. At hondauvartors cormanded by an authority quali-
fiod +o mnkd the scorct classificatior, tho commnnding officor isg oharged
with providing for tho socurity of intoroffico transmission of seorot docu-
ments. In mony hoadquartors, only officcrs nad wvarrant officors handlo in=
toroffico tranarmission of scerot nnd rogistercd docuricnts. In othors, sal-
cotod non-commissionod officérs nro ohargod with tho filing and handling of
intoroffico transnisgion undor suporvigsion ef tho Sccurity Officor of' tho
hoadquartors. Goncrally, roglsterod, scerct, nnd confidentinl documents
should net bo, allowed to lanve the office of rooord without tho authority
of tho officor in charge or, in his nbsonoo, the spoeific order of tho com-
manding goneral, the chicf of staff, o ohicf of a gonornl staff scotion, or
tho pdjutant’ gonéral. A roport of ony tranenigsion ghould be made to the
officor in chhrpe imnodintoly upen his roturn, so thot he nay be informed.
of tho status of all dooumonts ot 'all timesy In ovtry cago, & roooipt ghould
bo taken for thuso dboumerits, unluss tho rooipiont is Tho comannding gcnayth' ~
or tho ohiof of staff. ITf o doocumont pocs teo oither of theso, o notation Jl /

should bo mado and placdd in tho filo td indure tho location and roturn.
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Confidontinl decumonts which arc not rogisterod or doomed of special
confidontial naturc moy bo tronasmittod by trustworthy messongers without
being inclosod in genled onvolopos. Pors 28, 26, and 30 of AR 380=5 pro=
soribo tho mothod of tronsmitting ond accounting for rogistored documents,
and proscribo tho uso of VD Forms 32, 33, and 34, for so doing. i less
formal mothod moy be used for talking rocoipts for mcorch anad ccnfidential

 documonts not rogisterod. Bach hondquarters, howoewiy, et havo n definito

and uniform plan in oporation. One such plan is ©c aawo o jowral ¢f elasg=
iPicd documernts in ooch staff soction. This Journnl woald shows

(1) Date of recoipt or tromsmittal of socrot or confidential

dooumont.

(2) From whom receivods

(3) To whom tranamitted.

(4; Short title and/or filo numbor of tho documonts .,

(5) Initicls or signaturc of porson reociving the document.

This might bo sot up as follown:

Dote From To Titlo ond/or Filo Humbor Signeturo

{hon n documont is transrmitted from ono office in the hendguarters to
another, tho journal of the first offico is carried nlong ond tho signaturc
of the recoiver obtainod, Tho journal is thon roturnod to the firev offico
whore the ontry constitutos o receipt for +tho docurmrmt, Such a method, pro=-
servos b continuing rccord of all transnctions of any ono offico and of all
trongactions of a documont. Undor no ciroumstancos will clossifiod documonts
bo put into "Out" baskots for ordinary inkoroffice tronsmigsion.

STORAGE OF CLASSIFIED DOCUMENTS.

Spocinl coro should be axoreiscd to soo thot officors chonging stotion
or loaving the Servico roturn to the sourec spom which roenived, cr other-
wige properly aceount for, all sccret and confidentinl documents which havo
been issuod to thom. This is aespecially npplicable to any officer vho may
bo custodian of rogistored documonts. His revords must bo in such condi-
tion thot custodianship ean bo properly tronsferred on short notico.

Then documents are not boing used or transmitted, they must bo stored
so ns to insurc thoir security. Registerod dootments will bo kept in tho
most soourc spoce available, proforably tho oquivalent of o ‘throg-combint-
tion sufo, If puch ig not availnble, Hhon guch dosuments will bo kept undor
conetant armod guard. In the fiold, n ficld loek sofo ie tho cquivalont of
& throo-combination safo (seo VD Circvlar 372, 1942.)

Tho combinations or koys ‘to such safcs will bo entrusted only to of-
ficers, warrant officors, and eaposialiy trustod onlisted mon and ecivilian
omployoos. Tho sufes will habitually bo kopt lockod whonever thoy arc not
under diroct supervision of o possin enbrusted with tho combinghion or koys.
Soorot and confidontial doaumints which aru not registored will be gtorcd
in the moet seoure filos evailnaile, i o roon <hat is kept locked when nov
in use. Resbrioted documents will bo stored in such a manner as to insura
ransonable safety.

i
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On the insido of cach safo ond filo droawer used to store classificd
and reglstered documents should bo placed tho namos, addrosscs, and telo=
phonc numbers of two porscns who must be callod if o safeo is found opon,

A receord should alse be kopt of tho datos of chongos of combinations. When
somgone who has had nccess to combinations is transferreod from the command,
tho combination should be changed. In tho ficld socrot doocuments will not
be token forwnrd of battalion command post and undor no circumstances will
they be taken into the front lines,

Evory office would do well to havo o seccurity officor. This officur's
dutios arc to make on inspeotion e¢ach day, immodiately before the closc of
business, to insure that all sccrot ond confidontinl documeonts have boon
put away properly. This officer ghould also ascortain that all safcs and
filos arec locked as woll as closod. It should bo the policy that all cluss=-
ified dooumcnta are returnod to the files of the office of rocord at the closo
of businoss, and not allowsd to romain in the files of othor sections over=
night. Evory person should inspoct his own desk to see that nothing of o
claggified naturc is left exposed. This should inolude drawers, undor dosk
blotters, colendar pads, and any notos made during the day. Tho sccurity
of ficer will superviso suoh inspections. Somo officos rogquire Shat tho so-
curity officor doily certify thot he hos mhdo these chocks. Iny matorial
found improperly safoguarded during the security officer's inspection should |
be tagged with the ownor's nome and the location whire found and placed in
safekeoping. The following morning all such should be reported so thut proper
diseiplinary action may be token.

PREPARING CLASSIFIED DOCUMENTS.

The proper storage of documents loads dircetly to proper safeguarding
of the instruments used in proparing classificd matorial. Proliminary drafts,
carbon paper, plates, stencils, stenogrophic notes, and work sheets contoin-
ing secret or confidentinl matter will bo destroyed by burning by the person
rogpongible for them, us soon ne they hove gsorved their purpogo. If it is
neccssary to rotain them, they will be giwven the samo classification and
gtored in the game manner as tho matorial produced from thom, Spoiled copics
should not beo overlooked but givon tho some trontmont. No copics will be
modo of ony registored documents oxcopt by authority of the office of crigin.

In the nocounting for claspificd nnd rogisterod documents, A core
toin amount of corrospondcnoc will be noccssary. Routine corruspons
denocc, reocipts, or roturns, ond réports of posscasion, trinafr,

or destruction - need-not bo clussifiod thomsolves if roforence thoro-
in to classified or registored documonts is modo by the filo number or short

titlo only, with no indication of tho subjoct mottor or classification. Any
correspondenco or paper which refors to o rogistered documont by o titlo
other than the short title must havo the sbmo classificotion ns tho roglis-
terod dooument. Much thot hos boen paid proviously riay be applied to methods
of acocounting for documents. The systom of accounting for rugistered docu-
monts is prescribed in pars 28, 29, and 30 of AR 380-5.

DESTRUCTION OF CLASSIFIED DOCUMENTS. : 93 1{;

Tho lost item in a discuseion of tho snfogunrding of documonts is o dis-
cugsion of thoir deostruction aftor they havo sorvad their purpose. Vhen o
compotent authority directs the destruction of scorct or confidontianl docu=
monta, thoy will be bumed by the custodion thorcof in the presence of n dis-

= 3=
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intorested officor. The certifiocnto of dostruction will b signed by
both tho custodiaon and the disintorosted officer, nnd tho certificnte .
sont to tho authority ordering tho dostruction, In the cngo of yegistired
documonts, tho procoss will be tho same, but tho certificato will bo finale
ly forwarded to tho offico of rocord indicated by tho dpoument, Restricted
documonte will be destroyed in ony comvenient woy which will render thom
uselosa, i

A footor in safoguarding military informntion that is oldsely okin to
documonts is tho use of the telcphono by porsonnel chorged with olessified
materinl, WNo mattor how priwate the linc, there is always tho possibility
of a third party listoning in on tho convorsation. Thig means that rules
somowhat, ns follows should be enforced in the use of the telephonos

(1) Mattors classified ag soorct will nover be discussed over the
tolephone and, in most oasos should not even bo montioned,

(2) Mattors classified ns confidontinl should be reforred to only
by file number and date of dooumont, or in such monnor as to
guard the content,

Strict complionce with these rules will prevent loaknge of importont
information from tapped tolephone linos,

Our onomios arc vitally interestod in all tho information they con ob-
tain regarding our armed forces amd in any information which may pertain,
oven indircotly, to the military. The avorago individual does not neod
to be warnod against careless roferenco to tho mord obvious olemonts of
military socurity, such as cryptographic dovicoa and various cods symbols,
The very nature of theso conbrivances sorves as o constant rominder to
personnol to whom they arc familiar that oxtrome caution must be obsorind
in oonnection with any mention which might be mede of them, Moreover, the
avorage individual doos not have donlings with such instruments, nor is he
conoorned with moking prese roleascs to the publio,

The sort of information he doeos have, any part of which may be the
missing pioco in the onemies' almost complcted puzzle, are facts regarding
tho strongth of his organization, its stoto of training, the number and
kind of woapons with which it is equippod, troining plans for the future,
and othor scemingly innocent ond unimportant bits of knowledgo. It must
be remembored that any military faot, no matter how insignificant, which is
not published in the nowspapors or announced over the radio for informatlon
of tho genoral public may be important informotion for the Gnomy.

Most of the factunl matter mentioncd above 1s contained in rocords in
the hondquorters, records which may bo cldassificd or unclosgified. It is
important that only authorized porsons have access to such records, ond that
those who do oomo in contaot with thom do not dissominats tho informotion
to unauthorized persons.

Rocords are not, howevor, the only sdurco from which information in
the hendquarters may bo obtained. Each officor and dgach ‘onlisted man is
in an unugual position in tho headquartors. He may iradvertontly soc infor-
mation not intended for hig eyes, or he may overhear eg: conversation in the
oven erperhaps from behind elosed doors uot intended for his ears. It is =
groat tomptation for such o man to attompt to elevato himasolf in +ho oyos
v, of his frionds by rensating this information, thoreby showing that he is

=f=
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"i{n tho know." Heo may toll but ono man, but ono man is freoquontly ono too
many. Ho may obtain o picce of information tho full significance of which
he does not understand, but which would bo of valuo to the onemy. He may
hoar o snatch of conversation which, out of contoxt, moy hove o neoning
other than thot immodintely obvious. All porsonncl in the hoadquarters
must consider evorything that goos on at hondquartors, ond cverything scon
or hoard ot headquartors, s olassified information until it is modo avodle=
ablo to tho whole commond. Tho headgquarters man must be tactful os woll os
honost, and have a keen appreciantion of tho inplication of confidenco and
trust which his assigmment to tho headquartors organization implics.

Tho adjutant general or adjutant of o commond is foced with tho job
of training porsons who work dircetly undor his control, with particuler
emphnsis on the prescribed mothods of rocoiving, handling, and storoge
of olassified documents. Theso offorts oro aimod at the root of the prob=
lem, which is to prevent cortain information from becoming general knowl=-
edge. The adjutant should also employ measures of a more genaral natiure,
designed for the instruction of 811 members in the command, regarding
careless disclosure of information.

Instructions regarding routine procedures to be followed by office per=-
sarnel who handle classified documents can be made relatively simple. The
proper methods to be used are defined in AR 380-5, as amended, and & study
of the appropriate paragraphs of this regulation will nocomplish the desired
end. If a clerk is handed & copy of AR 380=5 and told to familiarize him=
self with it, he is quite apt to lose interest imn:diately, since much of
the text is concerned with matterd regarding oryp-ographic devices, govern-
ment contracts, air spuce reservations, and similar subjects with which the
average office clerk will have little or no concertis A more effective study
could be outlined, based on those partioular paragraphs which will have a
bearing on the work that the student will be required to perform. Sug-
gested paragraphs of AR 380-5 for study by general office personnel are:
pars 3-5, 11, 15, 18-30, 64, 65, and 68.

Another measure of security which the adjutant might well take in=
volves a ocareful study of the character of any persons whom he intends to
handle classified documents. Any such persons who are of the loguacious
type or who are given to excessive drinking should obviously not be en=-
tyusted with the ocare and handling of olassified material.

The story is told of how an American officer once innocently disclosed
the position of his unit, The enemy had information that a particular aeir
unit wae stationed in England. They knew all the facts except whore the
unit was stationed. An Air Corps officer in a London barber shop made the
innocent statement +het he wished the flood season were 0Ver, gince it pre=
sented problems to his organization, Enemy reconnaissance had revealed
that only one section of the country was then being troubled with flood
conditions. The agent, bringing this information into his incomplete pic=
ture, was able to arrive at definite conclusionss éi,w zA

315

Such points as this must be brought to the attention of all perscmnnel
in the command. Every available visgual sid must be displayed through all
the units so that the importance of silence on military matters is constant-
ly impressed on the nind of overy man, Evory soldior must bo told that he
is responsible that he dovs not divulge any military information and, in nd-
dition ho is rosponsible that no soldier in whosc company he travels dis-
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oloses any military information. He must understand that talking means
talking over the telephone as well as ordinnry conversotion, and that this
kind of talldng is partioularly dangerous since it is impossible to toll:

who may be listening. He must be improssed with tho faot that it 18 al-

most impogsible to talk about militory matters without unwittingly revenls
ing something that may prove to be of valuc to the eremy. He must not talk
about any subject connected with the Servicos '

&
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RESTRICTED - CONFIDENTIAL SECRET

When so When information contained |[When disclosures of information al- When disclosure of informa
classifiedi 1s for official use only, [bthough not endangering national se- | features contained therein
or when disolosure shodld [eurity, might be prejudical to in= | endanger national security
be limiteod for reasons of |terest or prestige of the U,S8. gov- | serious injury to prestige
admini strative privacy or '|ermental activity or an individuel | tion or governmental activ
denied the gemeral public. |or be of advantage to a foreign would be of great advantag
(AR 380=5, par. 6, a) netion. (AR 380-5, par, 4, &) foreipn nation. (AR 380-5,

B ey -
"

n&fhﬁriﬁﬁf--ﬂhy comdasionad officer. ﬁﬁy'néﬁmihsinnad'cfficar By or by uuthﬂfity of':
to so ¢ | (AR 380=5, par § o) (AR 380-5, par., 4 c) N Secretary of War,:
classifly iy ' Under Sceretary of War.

= Assigtant Secrotary of War
i j : : Chief of Staff,
T ' ; CG, Amy Ground Forces.-
CG, Amy Air Forces*
CG, Army Sorvice Forces
A C of 5, WD Genernl Staff
Chiefs of Sup & Adm Servic
Goncral Officers
CO Depot, Post, Camp, Sta
Sep Comd.
Comdt of general or spoc 5§
school
Chief of & military missio}
Militury attache or milit
obgerver
! (AR 380~-8, 'par, 3 o)
T Tissemim~ | To mhy porson ¥nown to be | Contents or wherabouts discloscd To be helkd to an absolute
ation. | in the scrvice of the U.S. | only to persons in militury o8- imufi, Contents or whorcabd
and to persons of undoubt= | tablishment whose ‘duties require to be disclosed only ta &
=d loyulty and discrmbion - 1ﬂmﬂ;thry‘havﬂ such Imowledge & persons whosc dutiaes roqul
who are oobpurating in gov«| other ptrsons of ¢epeoial trust such Inmdwledge. Exelusive
cernment werks Will nok be | who.must bo inform:d. Will not . .| for official use of porso
| gojmunic:tad to public or | be discussed with or disclosecd whom issucd or divulgﬁa.
. press except by authoriz- | $o unsuthorized porsong.. | (AR 380=5, par. 3 d)
| ed ¥dlitay pub. rcla. agenr (AR $80-5, par 4. d)
.oy (A7 380m5 Par 6, d) 1

-— ik
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]

CLASSIFIED DOC i8S

CONTIDENTIAL

]

SECKHET

REGT smmﬁm v

When disclosures of information al-
though not endangering national so-
curity, might be prejudical fo in-
terest or prestige of the U.S. gov-
ermental activity or an individual
or be of advantage to a foreign
nation, (AH_EBU-a, par. 4, a)

When disclosure of information or
feotures contuined therein might
endenger national security, cause
gserious injury to prustige of na-
tion or governmental acvivity or
would be of great adv&ntaga to &
foreign nation.(AR 380-5, Par &,a)

A e -
. -

Such doouments, al ther ! “
Restricted, Confiden=—- .-
tial, or Seceoret, as .
arc deemed necessary ¥
in intorest of nation---
al defense. Only doe-
umcnts of exceptional
importance (AR 380-5,
par. 24).

Any oommissioned olficer
(AR 380-5, par. 4 ¢) !

By or by authority of':
Secretory of Viars:

Under Sccretary of War,
Assistant Scerotary of Viar,
Chief of Staff.:

G, Amy Ground Forces,-

CG, Amy Air Forces:

€@, Army Service Forces

A C of 8, WD Gensral Staff
Chief's of Sup & Adm Serviccs
General Officers

C0 Depot, Post, Camp, Sta or
Sep Comd.

Comdt of generanl or spec serv
school

Chief of a military mission
Military attache or military
obaerver

(AR 380-5, par. 3 ¢)

Officcrs uutharized
to originate and is-
sue secret, confiden=-
tial and restricted
documents.

(AR.386-5, par ?4}

i Contents or wherabouts diaclosad
8« | only to persons in military es-
bt- | tablishmont whose dutics roquire
bn | that they have such knowledge &
Fov=| other porsons of vepecial trust
be | who must be informed. Will not
br | be discussed with or discloscd
z= | to unauthorized persong..

genr (AR 380-5, par 4. d)

To be¢ hedd Yo an absulute min-
imum, Contents or whtrcabouts
+o be discleosed onlyrta thosa
porsons whosc duties roquire: -
such lmowledge. Exelusivoly.:
for official use of person to

. ——— gl S

whom 4issucd or divulged.

| (AR 380-5, pars S d)

D) S [N e

Sao Bapret, Confi-
dential and Restri-

- oted. (Bee nlso

Reproduction).




RESTRICTED

CONFIDEUTIAL

SECRET

Marking of
books, ar
pamphlets
whore pages
Are gocuras
ly and per=
manently
fastened
together

Mark with olassification on
cover, title page and fired
pogo. (AR 380-5, par 18, a
(1))

Mork with classification on
cover, uitle page and first
page. (AR 380-5, Par 18, &
(1)),

Mark with classificatio

title page and first pa

thority for the classi

date affixed will also

(AR 380-5, par. 18, a (
18, ¢.)

Marking of
documents
not firmly
or Becure=-
ly fasten-
cd togeth-
er, *

Wik with classificntion
ab top & bottom of each
page. Marking at top must
not be hidden when papers
clipped or stopled to=-
gathor

(AR 380-5, por. 18,a(2))

Hark with classification at
top ond bottom of each page.
Marking ot top must not be
hidden when papers clipped
or stapled together.

(AR 380-5, par 18,a(2)).

Wark with classificatic
& bottom of each pagee.
at top must not be hidd
papers clipped or stapl
gother. (See also prec
scction,) (AR 380~5, pt

a, (2).)

Tranami g=-
gion &
Interof-
ficea.

Either opon or in soalod
cover by anuthorized mos=-
senger with necessary sc-
curity moasures to pro-
vont falling into honds
of unnuthorized persons
(AR 380-5, par 19.).

By authorized mossenger,
prefernbly officer-cour-
ior, in scaled wropper,
addreesed to porson au-
thorized to roceiwve doc-
ument, (AR 380-5, par.
19.)(Soo nlso Reccipts).

Some as Configential

# See also noxt succeeding sections.
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SEC RET

REGI STERED

COWFIDENTIAL

Mark with classification on vover, | See Seccret, Confident-
title page and first page. The au-| ial & Restrictod. Ad,
thority for the classification and | markings: Register No.,

Mark with classification on
cover, title page and first
page. (AR 380-5, Par 18, a

(1)).

date affixed will also be showm.
(AR 3680=-5, par. 18, a (1) and
18, c.)

short title, office of
record to which re-
turne will be made &
ingtructions covering
roturn, for its account-
ing and for ultimate
disposal will appear

on title page or in-
side front cover, If
this is not practicable,
above data will accom=-
pany document on sep-
arate sheet (AR 380-5,
Par., 25, ﬂ.)-

S

paar
|

Mark with cluassilioation ot
top and bottom of each page.
Marking at top must not be
hidden when papers clipped

or stapled together.
(AR 380-5, par 18,a(2)).

Nark with classification at top
& bottom of each page. Marking
at top must not be hidden when
papers clipped or staplcd to-
gother. (See also preceding
section.) (AR 380-5, par. 18

a, (2).)

‘See Secret, Confideon-
tial, and Restricted
(8ee also preceding
sectiona)

By authorized mossenger,
preferably officor-cour-
ior, in scoled wrapper,
addressed to porson au-
thorizod to receive doc-
ument, (AR 3B0-5, par.
19.)(Scc also Recoipts).

Same as Conlidential

By officor-courier in
sealod wrapper. If cus-
tody romaines with per=
gon sending dooument a
temporary receipt will
be inclosed for signa-
ture & ret by roceiving

officer , If cus. is to
be trans to reo of Vi.D.
Form 54 will be Incl.
(8ce alao Rocoipts
(AR 380-5, par, 19)




RESTHLCTED

CONFIDENTI AL

S50 RET

Transmission
- Hetwoon
Posts, Camps,
or Stetions

ithin the United States and

ts posscssions, by any au-
herizced messonger, or by
rdinary mail, express, or
recight, provided they are
arried on vesscls or air-
roft of U,8. registry, Al-
iod r.gistry, or such vos-
ols or siroraft, although
ot of U.S. or allicd reg-
stry, which are controlled
nd operated by the U.S, &
o not pass through a for-
ign postal systom. Docu-
nts arc transmittod to
from foreign countri es
ithor in wosscls or air-
roft of U.S. registry, Al-
icd rogistry, or such wvus-
pcls or aircraft, although

pot of U.S. or allied rog-
petry, which are controll~-

pd ond oporated by the U,S,
(LR 380-5, par, 19 ¢).

Tronami tted in nn inner ond ouboer cover
with the typowritten matter protected
from direct contact with the inner cov-
ors By authorized missenger, insurcd

express, or registorod mail to any point

in the U.S, and its pocsscesions, pro=
vided they are carried in ships of U,S,
rogistry and do not pass thru a foreign
postal system. Doouments pertaining to
military intelligence may be transmitt-
ed by ordinary mail when in tho opin-
ion of the forwarding officor no sori-
ous conscquoences would be entnilod by
their less. When transported to and
from foreign countries, the means do=-
scribod for transmission of Sccrot doo-
uncnts to ond from forvipn countrics
will be used. Moy be troansported by
girornft or registered odr mail when
such moans of transmission is available
and will expedite delivory, If o mili-
tary aireraft carrying on officer-cour-
ier and pouch is forced down in cnomy
turritory, classgificd matorial will bo
destroyed by burning, ©Similar action
will be taken if forcid down in neu-
tral torritory if capturc and intorn-
ment appears dmminent. If the alrcraft
is f'orcod dowm ut soa, classificd mat-
orial will bc sunk by the most practic-
ablo mothod. (AR 380-5, pars., 18, b (1)
and (3).)

Transmitted in a
with the typewri
from direct cont
or. Within the :
ions by an uffiocd
cable, otherwlse
il. Whon un offi
voilable, may bof
forcign countrie
rotary lock pouc}
courier nor dipl
nble, docum: nts

liable citizens ¢
officors or offid
montal deporbtmen
gcla of U.S, reg
1oy will result,
of ports of omba
documents to the
Army transport f
of the foregoing
tion ore aveilab
nls of servicao cg
officcrs of oxom
thorized to tran
istorod mail in

provided they do

foreign postol s
decuments are tr
the procedure de
migsion of Confi
aircraft will be
(AR 380-5, pars.
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COVFIDELTIAL

SECRET

| REGT STERED

Transmittcd in an inner and outor cover
with the typowritten motter protected
from dircet contoct with the innor cov-
or. By nuthorized messengor, insured
exbrass, or rogistored mail to any point
in the U.8. and ite posscseions, pro-
vided they are carried in ships of U.S.
registry and do not pass thru a foreign
postal systom. Doowments pertaining to
military intelligcnce may be transmitt-
ed by ordinary mail when in the opin=
ion of the forwarding officor no scri-
ous conscquoncos would bo entniled by
thuir loss. When transported to and
from foreign countries, the means do=
gcribod for transmission of Scerct doo-
uncnts to and from forvipn countrios
will bo used. Moy be tiansportaed by
sireoraf't or ropistered eir moil when
such means of trrnsmission is avnilable
and will expedite deliwviry. If o mili-
tary airoraft currying en officor-cour-
lor and pouch is forced dowm in cnomy
turritory, classifiecd matorial will bo
destroyed by burning, Similar action
will be taken if forecd dowm in neu-
tral territory if capturc and intorn-
ment appoars imminont, If the sdrcraft
ig forced dovm ot scn, clossificd mat-
erial will be sunk by the most practic-
able method. (AR 380-5, pars. 19, b (1)
and (3).) -

Tronsmi tted in an inner and outer cover
with the typowritton matbter protccted
from direct contpet with tho inrvor cov-
er. Vithin the U.S. and its possess-
ions by an officcr-courier whon procti-
cablo, otherwise by U.S. registered ma-
il. When an officer-courier is not a-
vailable, may be transported to & from
foreign countries by State Dopartment
rotary lock pouchs. If neithor officer-
courier nor diplomatic pouch is avail-
ablo, documcnts may be entrusted to re-
liable ecitizeng of tho U.S., such as
officers or officials of other povern=-
montal dopartments or magtors of vos-
scls of U.S. registry. If no undue de-
loy will result, commanding officcors

of ports of cmborkotion will ontrust
documents to tho C.0. of troops on an
Army transport for deliwvery. 1f nona

of the foregoing means of trensporta-
tion arc availeblo, commanding goner-
als of service commands and cormanding
officors of oxempted stations are cu-
thorized to transmit doouments by reg-
istered mail in a U.S5,. sea post office
provided thoy do not pass through amy
foreign postal system, Whon socoret
documents are transmitbted by airoraft
the procedurc doscribed for tho trans-
mission of Confidemtial documcnts by
aircraft will be followod.

(AR 380-5, pars. 19, a (2) & (5).)

S:e Sceret,
Caonfidon-
tial & Re=-
| strictud.
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RESTHI CTED

1
I
l
T

CONFIDENTIAL

SEC HET

Roceipts

No ricoipt required.
(AR 380~5, par. 19, o)

Hoceipt roquired only in tho discro-
tion of the scnder, If receoipt is in-
clogced 1T will be simnod by the ro-
cociver and roturncd to sondor.

(AR 380-5, pors. 19, b (1) & (2).)

Roceipt roquirod. Roceipt

ghould bc inelosad with

document-in the inner cov-

er, signcd by rocciver &

returned to sonder.

(AR 380=5, par. 19, a (4),
(b).)

Storngo

Stored & handled in -
such mamer og to ine-
sura p nfasonablu do=
gree of ssourity

(AR 3805, par 21, o
(2).)

Stored in the most soourc f1llos
availaeble in & room that is kept
lockod whon not in use.

(AR 380-5, por. 21 o (1).)

Samc ns storage of Con=
fidential doeuments.,

1T roproducud, ropro-
duction will hawe
samoc clogsificntion &
oore o8 original

(AR 3805, por 12.)

Same nag Rostricted

Degtruc-
tion

Destroyud in any con-
vondlont woy which will

I randor thom uscless

(AR 380-5,par 23,b,)

Bumed by the custodion in the pre-
gonce, of a disintercsted officer.
Cor. of Dos will bo signed by cus.

& tho vitnussing officur & sent to
Of. dir tha Dwa%. AR380-5,par23,a(l)

Scme e Rostricted

Domo o8 dosLrucLiont of

Confidortial
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CONFIDENTIAL

SEC RET

REGI STERED

Roceipt roquircd only in the discro
tion of the scnder. If roccipt is i
closcd it will be sisnsd by the ro=-
guiver and roturncd to sonder.,

(4R 580-5, pnrs. 19, b (1) & (2).)

I1-

Receipt roquired. Roceipt

should BHe inclosed with

document-in the inner cov-

er, sipgned by reecivor &

returnod to sendor.

(AR 3805, par. 19, a (4),
(b).)

W.D. Form No, 34 (Somiannus

or Trensfor Roport of Rugis-
tered Documents or Devicos)

will bo usod as roceipt.

Hade in triplicato disposcd

of as follows:

Original - to office of origin
Dupliecate = rctained by transfor-
ring officor, .

Triplicate - rotained by receiv-
ing officcr,

(AR 380~5, pars. 29, a,b; 30,c)

tored in the most soocurc filcs
availablc in o room that is kept
locked when not in uss,

(AR 380-5, par, 21 a (1).)

Same as storage of Con-
fidential documonts,

Stored in most sccurv space
avoilable, preforebly the
equivalent of a 3~cumbination
safe (In tho ficld a ficld lock
safe will be considered tho o~ o
quivalent of a 3-combination
snfe. W.D, Cir 372, 1942).

If such is not available, rog-
istored documents will be kapt
under constont amed guard.
bafos will bo kept locked and
only officers and specially
trusted ¢nlisted men ond civi-
lians will hawvo nccess to the
combinations or koys (AR 380-5,
Par. 21’ b) .

Somn os Fostricted

Stme as Rostricted

Burned by tho custodian in thu pro=
sonce of o disintercsted officer.
Cor. of Dos will boe sipned by cus.
& the witnossing officer & sent to
Of, dir the Dest. (AR380-5,par23,a(

MG L8 deSCruccloln of

l)_

onfidential

keproduetion forbidden except
by nuthority of the officc of
origin. (AR 380-5 Par 26, b).

Same ng Confe The offichy dir-
ecting the Destr. will forward
Cer. of the custodicn and the
wit. of. to th: of of rocord.
(AR 380-5, par. 23, a (1).)
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ALLIED FORCE HEADGQUARTERS
APO 512

§

AG 311,15 AGU&D 16 Nevember 1943

MEMORANDUM FOR: Major Doe, Allied Control Gummiaainn.i,////f

Reference is made to FATIMA Cable 1199 and previous cables
pretaining to personal mail., Unfortunately the abuse of ACS and ADLS
for the use of personal mail and packages has reached the point where it
ie seriously interfering with the tranamission of official mail, In fact
it has reached the point where serious consideration has been glven to
recquiring an officer to certify that the contents of dispatches by air are
official and urgent. Furthermore, the initiation of an inspection ser-
vice ie being considered with a view of having packages and official
envelopes opened and reports made of violations in order that corrective
action may be taken where the contents show personal mail and personal

packages,

Asst, Adj, General
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who OIS | SoeTROL OONMTESIGN

Equals British .J‘ OST SECRE 1HC TN

7

rareconal mail hop boen forwarded %0 A.i. 0. 769 at orotteglie Airfield.

het 4.7.0. should be sontected, (CIVE ResOP “IONED (0 NATWONA 90 FATIME

Foonan 991 AND 943, A Noveubsr 1949, all will b foreerded by Col

(happel pending merival ef ~%, tel. redgers.
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CONF IDFNTIAL DG
ROUTINE Pm:u-u;ﬂ; 12] | 44/ 5
FATINA

FREEDOM for CHIEF PUSTAL CFYICHR

FPENDIRG ARRIVAL LISUTENANT COLONEL PRUDGEAS CHA HEAD OF CUMMISSIUN PUSTAL SECTIUN

CMA IN ALGIERS CMA PLEASE CONTINUE TO HAVE MATL FUR PERSURNSEL HMRE HANDLED AS AT
THAU CoL oNAPPELL PasTAL

FLERDGM FOR CATEY S50

NOT REPEAT WOT DESIRED T0 USE ARMY PUST OFFICE AT GRUTTAGLIE PD THIS ANSWERS TUUR
NUMBER EIGHT WINE SIX ZERO DATED CNE ZERO NUVEMBER

AUTHENTICATED:

ROBERT E, DOE
mw' ﬁ-ﬂ-ﬂ-
Seoy of the Coomission

- LI ',|‘f "__|!.-|III'1: In.l r 3 "'l-"l;
U. S., hijﬂu VUL RL Ol
Equaly British COMNFIBEN.AL
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ALLIED FORCE HEADCUARTERS D/der/eg
iilitary Government Section

UGS 007 .6 17 Hovember 1943,

LLLCHANDUK TO:  liajor (eneral Kenyon A. Joyce
worward Allied Control Commission,
Cs M, F,

neference vour 956 dated 15 Hovember 1943, we have raceived the follovi-
ing message i'rom Depubty Chief Signal Officer:

WThis is a flajrant violation of instructions relative to clascification
of messaces 28 bo precedences Under no possible streteh of the imagine—
Lion can it be assumed that this particular subject Had not. been thought
of previously, or could not have yaited a day or two longer and therefore
sent by ADLS.

Reruest that this matter be presented throuch charnels to the CG ab

FATINA te insure the proper instructions are issued Lo his proup to

prevent. the delay in the decoding ol operational messures while such
messayes are heing handled in the cipher roori, !

Heference your 979 dated 16 lovember, we are unable to supply from
here the publications menticned.

4,/}, ﬁa&n—;}-féﬂ\ {_‘J‘(,‘,E.-"r

—w~  DRIRYLPLIE
j It, Colonel
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CUNFIDENTIAL

PRICRITY /k-‘;;ﬂ’/?\afﬂ
FATIMA

FREEDUM

IN CRDER TO RELIEVE THE COGMPLETE LACK OF WURLD NS HERK I REJUEST THE DISPATCH

DATLY BY AIR PAREN O FREEDOM FRUM FALDIA SIGNED JOYCE PAREN COURTER FRUM ALOYERS

CF THE FOCLLOWING IN ADDITIUN TU THE STARS AND STRIPES CLN THE SIONAL CORPS NEWS
CMA THE ALGIERS DAILY MEWSPAPERS CMA GERGE DASH TWO SUMMARY

AUTHENTTCATED

MAXWELL D. TAYLOR
m.ﬂd‘l“ thﬂ‘:al, UeSalle

U. S co7y riid Bh

Equals Britch COM D_NuAL
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goHTaROL OO 1585 ION

OUTLCIND

NATED ONE SIX NOVEUEBEN JAIEN TO 11 D Q8 "oR

IMA SI0WED JUYCE PAREE FECTIVED

PooAY ST TIHG THAP ABUBZ UF USING CUR COURIER DOUOHES FOR P RIONAL WAIL FAD
MALS NECES /AN THA OGHNSIDERATION OF INITIATING & N MSrECTToN IMHTIAR TO
Il;k-uexi; SLAT COUNLER Z20U0EES LO MOT CONTAXN PERSONAL MAIL FD IT I DRALED 10
UINT OUT 'MH~2 THi5 WE OF SUR CUU IER FOUCHES WAS NUVER CUNSIDECEL HOKEE TiAR
A STCY QAP MEASURE GMA ARD THAT GEVERAL REQUESTS FiVE BEEK WADE FOI THE
NSTARLISHAINT F AN AMG WITH THIS CORWISSTIOR PR IT IS AEGOONIZER TH)T THE ORLY
VIGPTE wAY VR J.mimu.;'lv.\n_ 0 IE HMDLED 18 TEROUGH AN APO AND FOR THIS

BEASGH 1T 10 URGANTLY KE(NSTED THAT AN APO BE ESTABLISHED AT THIS COMIISSION

§19900T FURIHER DELAY PD mér\mcﬂ 1S MADE TO OUR CAELE NINS MINE THEAL

.

AUTHINT ICATIDN
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[ U. S. SECRET
EQUALS BRITISH MOST SECRET

ALLIED FORCE HEADQUARTERS
APD 5)2

pA QL (0T

AG F1laG=2]l STO=ATN 23 Movembsr 1943

SURJECT: Vielation of Cryptographie Security,

Aocting Depuly President, Allivd Control Commlasion, FATI

1. FATIMA message nunber 903, 12 Novesber 1943, Involved a se-ious
violation pf eryptosraphic security in that 1t contalned an exact ouo-
tation of a sptatesent Lo e relessed to the prusse and Lo be givoen over
the radie in Jvalian., It was enciphered in a 3KCRET cryptographic systos
which is used threughout the theater. 'The proposed release withoul pera-
phrasing is a dlrect violation of peragraph 35 g, ARl 320-5.

2, TFuture statements of this nature that recuirs classification
prior to release to the public, 1f transmitied in cipher, must be pnru-
phrased in accordance with paragraph 39, AR 380-5, prior to mich relesse,
or as an salternate, & paraphrased version of the tuxt may be {lled for
transmlegion. It ie reconmended that such material be handled by Alr
Dispatch Lottir Service (ADL3) whenever possible, thereby avoiding the
necesalbty for such parsphrasing.

3, It is rernested that thu above be drawn to the attentlon of all
concerned in order to prevent the recurrence of such & violation,

by command of General EISENHOWER:

T. do DAVIS,
Bripgadier Ganeral, Y g
AdJubnnt Cencoral.

[y PN

U. S. SECRET A,
EQUALS BRITISH MOST SECRET Ya




iy ol b

E.O. 12356 Section 3.3/NND

—

ified
Declasai

H.. =

1

t 10

B0 I.:Ff-a."""r'

ALLIED FORCE HEADQUARTERS T8I/ /byg
Mlitary Government Section

MGS-311.1 26 November 1943.

SUBJECT: Unauthorized Use of MDLS, ADLS, and ACS Services.

T0 ¢t Hqe ACC, Brindisi “
Hg. AMG, CMF
Hq. ACC, CMF
Mil, Govt. Center, Tizi Ouzou.

1. Attention is invited to Letter AG 311.1-5 AG-AGM, AFHQ dated 18
Hﬂ"rﬂﬂbﬂr 1943-

2. Official Mail is being received at this Section both in Large
envelopes containing unregistered mail for onward transmission and mail
which is received loosely for delivery to the US, UK, and within North
Africa area,

3. MDLS; ADLS and ACS services will not accept such mail unless
it is properly registered and signed by an officer. From date of isade
of these instructions to date this section has had to re-address, re-
envelope, register and have signed all such mail received from you which
was intended for onward tranamission.

o

4. It is therefore requested that instructions in above mentioned
letter be complied with at your Hq.

AT

AP
|

For the Chief of Section:
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SUBJTCT:  Unauthorized Use of MDLS, ADLS and ACS Sebwd

T A1l concerned.

1o TInvestigation indicates that it bas become almost nniversal ( //

practice throughout !h"*a theaten Lo dispatch vian lMotor Dispateh Letter

dervice, -Air Dispateh Letter Service and Mimyr hnqrmr service, oftcn under "
offlcial frankins, oo -I_'.r‘l‘nT.CELE,-"DI".I-'.'-! and packapes which are p u'el.}r personal. A . "
Snods, nrderyear and other petsonal items have "!E!E.‘l diacoverad wherc / I
packaees lave broken oven in bransil. This practice has resulbted in #
congiderable dncreane of MEIS, ADIS a¥d ACS loads whick are utitirely

unwarranbed and unnceessary and have interfered with the propsr transuission

of officinl mntbter.

2. 'fhe MDIS, ADIS and ACS services are provided for trans itting
m‘f‘-‘w'Ial mail only, as outldned in lebters this headquarters, file AG 311,15
ﬁ.u., whed 11 July 1943 and' 1 November 1943, amd Sipnal Instrucktion rumbors
Bl and #5; this headguirtors, es.

3. Immediately upon recsipt of this lettér, Commanding Officers of
units and fermabicons stationed in tlibis thea ter, British and .5, will
acquaint all concevned with the contents of this lstter and issue explicit
instructions that under no civreumabancos will obher than officisl comiunicn—
tions be transmilted Ly MDLS, ADLS, and ACS.

L+ DIEffective immindiately, all personnel. on duty with MDPLS, ADLS and
ACS will be dinstructed to decline bo accopt any e mvelopa or package unloss
it hes on 4t the followinge statoment: TESHN JM.. (AR DEPARTMENT) (WAR OFFICE
WATL) and sdpned by an officor whose namo, rank and unit will be clearly
ShoWia

5« OFfficers in chirge of D13, ADIS and ACS and officers of the
Adjutant General'!s Depsriment engneed in the handling or transmission of
official decuments are aubthorized to ohen packipes or lotters suspeched to
be of an unofficial maturc, special care will be bakon that no makerial
dearing an indicatlon that the material is operaticnal is opercd. Haterial
fourd Lo hava been nailed in vielation of this directive will be held and
a briof report made direech bo this headguarters, attention of the Ad jutant
General, showing:

. a&. Doseription of the envelope or package.
b. Flaee from which dispatehed.

¢c. The name, rank and unit of officer who certified the article
ta be official. "

D e L Lo ) S UL vt TS
(e s - BRETES RSB TRLCIER):
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AG 311.1-5 AG-AGH, 18 Nov. 43 (contrd.)

6. Foth the Pritish and U.53. Army Postal Services oporate letter and
parcel postal scrvices which are availabls for the dispatch of porsonal
lotbors and packages.

Hy cofiidand of Gencral LISTMICMER:

—7?—’ ‘ B (.1#?_.'3'.;9

T .. DAVIG, & Cva
Brigadier QGeneral, USA,
Adjutant Goneral.

DISTRIZIITION:
o

—

2
B 4R TRICTED

S
T

I
(Fauals BRITLSH FESTRICIED)
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ALLIED FORCE HEADOUARTERS

Military Government Section

MES=-311.1 9th Decenber, 1943
SUBJECT: Unauthorized Use of MDLS, ADLS, and ACS Services,

TO : HQ. ACC, Hrindisi-ff
HG. AMG, CMF
HO. ACC, CMF
Mil. Govt. Centre, Tizi Quzou.

1. Attention is invited to letter AG 311.1-5 AG-AGM, AFHQ dated
18 November, 1943, and our letter of 26 November 1943 relative thereto,

Z. Official Mail is still being received at this Section both
in Large envelopes containing unregistered mail for onward transmission
and mail which is received loosely for delivery to the Us, UK, and
within North Africa area.

3. MDLS, ADIS and ACS services will not accept such mail unless
it is properly registered and signed by an officer. Fram date of
issue of these instructions to date this section has had to re-address,
re-envelope, register and have signed all such mail received from you
which was intended for onward transmission,

L4, It is therefore urgently recuested that instructions in
above-mentioned letter be complied with at your HQ.

For the Chief of Section:

e,

T. B. JACKMAN,
Ma jor,
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Declasgified E.O.

_
CONFIDENTIAL

OFFICE OF THE CHIEF BASE CENSOR
Base Censorship Detachment 1No.3
APO 534, U, S. Army

In reply
refer'to: 511.7 19 December 1943

subject: Military Censorship.

To : Commanding Officer
[le Allied Control Commlssion
."I.P'D _391:], ”l Jl ;Ll‘m.-'

1, The enclosed envelope, with originnl contents and appended note
from 2nd [lrse Post Ofiiice were received by this office this date. Contents
have been withdrawn by this detachment.

« The inforpation contained in the letler origsinally forwarded by
this office was of sueh a nature that it warrsnbted classification and was
consequently Lransmitted in acvordance viath AR 380-5,

Je DExamination of enclused envelope discloses the nume of CU0 L. J.
Chiocea en bthe lover left hand corner with the legend "Haples" notated in
tvo places,

e Request an inguiry be initiated bLo determine the responsibility
for the trinsmission of classilied mall as evidenced in the instant case

and thabt correclive action be taken,
E2 A Pl

ERNST L. PELCHEN, JRH.
lajor, Infantry
Chief Base Cansor

2 Inclsg
Inel., 1 - Envelope
Il'lﬂ'—.l.. 2 = IIDLE

w 1=

CONFIDENTIAL
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Commanding Officer

AL L e
TN 11 f‘ L ¢
H{Iv- Gﬂ'i, 26?5 Ragt-., ACC

APO 394, U. s. ——

Naple
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311.7 1lst Ind.
READJUARTERS ALLIED OONIROL OOMMISSION, APO 394, 27 December 13913,

To: 0Offise of the ghief Baue (ensor, Base Censorship Detaohment No.’
AVO DAl UsSe Avmy.

Subject satter bas besn brought to the atiention of OWO H.J.OChioseca
and corrective astion has been taken %o insure that no letters with
glussifiontion appearing on the cutsids envelope ure despatohed from this
headquarters in the future.

Yor the Deputy Presidemt, Allied Qontrol (ommission;

ROBERT E. LOE
imjor, A.GsDs
Searetary ol the Commission

2 Inole-w/d
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HEAD UARTIZS ALLTID CONTRGL COMMISS LN AJU/dge
AFO 394,

iIn yeply refar tor 30 December 1943
Al.5

MUMURANDIRS TUy  AG WD Section, allited Forge Headquarters, APU 512,
U.8. Avmy,

only. In this coneetion, it is desived to bring to your attention that
the following decuments 1isted for recaipt bore no evidence of security
el:sgification,

ic. 8701  Letter referense MGS 1.1 signed Maj. T. B. Jackman,

subj: Regiotration of Magl,

No. 9891 1 eopy Uniun Jack, 3 coples Stars and dtripes, 1 ecpy
Press Blletin, Vel, 23 No, 18,

No. 10216 Gen. Routine Uxders 668 to 684, Pamphlet entitled
"Postol Notes,”

Ho, 100858 Ltr pef NQS COOT3-2 signed T. B, Jackman, Major, for
Brig. Gen, Holmes, sub): Censorship of Civil Mail.

No. 200 1 eopy Undcn Jack, 2 unclase. ltrs for Capt, Stone,

o, 11061 MGS 000,732 aigned Major T. B, Jackman for Brig. Gen.
Holmes, also an unclassifed envelope,

Ho. 20802 1 ocopy Stars and Stripes, Press Bul, Vol. Wo. 19, env
mm&ummm env for Maj, Gen., Joyce,

2s ?hnmnﬁmuwuuutmuprwrﬂatmghmmu
urthinmtmhmtulmmdit hmmutmtdwm-hmm
more elosdly before dispatoh with & view to wlimimting unnecesssry work,

3« The undermenticned classified packages were incorreotly sent to
this Headquarters:

Ho, 10500 Contents unimown, add'd Hq MG, APC 394,
flo. 12082 Comtents unimown, add'd ANG, Stclly Region H.,




Declassified
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ke - Could arrangements be made to check addressed envelopes more
elosaly before mall is dispatched?

For the Deputy Prosident, Allied Comtrol Comaissiom




e s tamndEdsA BN 12356 Section 3.3/NND ND-_‘ZBEOJE—

YHV 4 fiR 1044
U.S. CONFIDEL TIAL EQUALS BRITI()] CONFIDENTIAL

s ALLTED FORCE HEADOUARTENS
i AFQ 512

L

AC 3B0.01-1 S1C-ASH M" e, x 2 Janunry 194
Culppey (Tonaatfr (4 prinsant

SUBJECT: Becurity of Landlines in Recently Occupied Territories.
T0 :  All Concerned.

1. COperations in recently cocupied territories will be sarious ly
hanper d ualess gtepn are talken to insure that landlines in suoh territories
are mode securs for the passiag of U. §. EG-EIFMETIAL aquala British COIN-
F}!r ITTAL messuges in the clesr whenever th: security of such lines is
frasitle, '*. necessity for enciphering ﬂtl clasgified traffic except

_ RESTRICTHED weuld fend to everlond availables cipher persounel and equipment,
in addition tc 3“BV0IU¢LHE additional ‘delay in the handling of all traffiac,
thieraby dadreasing the overanll efficicncy of nll Allied Forces.

2 [ﬂr'liu 6 wey be oongidercd sucure for the passing of U.S. CONFI-
DENTIAL ecuals I‘*Llﬁh CONFIDENTIAL traffic in the olear whon the following
c0d1ltinrﬁ cbtain on such lines.

8. Toarminal polnts arg mprrn1ﬁd by Allied military personnel or
by Alliszd elvilian perscnnel who have boaen properly investipatod and cleared

88 'sacuro

be HMain framcs, repeater stations and such' cthor points ‘subjeot
to being romdily tapped Ere kept under imbedidte suporvision by Allied per-
sonnol to dncure that unduthorizcad intercopt apparatus is not attached to
linzs ot those points ond that teps ure not pads to permit unputhorized in-
tercept at o distent point. In addition, checks will be mado ab frequent,
irropular dntorvals to insurc that EBUCH UHDE &re not madeo,

¢y Lendlines and eableos will be inspectod for unauthorizocd con-
neetions and will be patrolled and inspected of dirrepular intervals.

de [hnttended repsater stotions will be checked frequently and
exemined for unnubthorized connections.

ve The terms hllied military personnel end Alliad personnel do not
include Jtulinn perscnnel.

4. The forefoing policy npplise to Iioly, Siedily, Berdinia, Cofai
ani Lo ony otagr territories which mey be occcupled by Allisd trocps,

commind of Cenersl ETSENHCN: 7/ 0&\/

I I-Jn.”ﬂ
Bri Lﬁiur General, UE
DISTRIBUTION: Aditont Gcnerul J

U.S. CONFIDENTIAL EOUALS BRITISH CONFIDENTIAL

e
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U.S. CONF!DE‘&TIA EQUALS BRITLJ C NTIAL

b A —hEETED FORCT HRADQUARTENS
¢ AFO 512 ﬁﬁ;é/@?o #57’5

AC 380.01=1 STC-ACIT 2 January 1544

SUBJECT: Seourity of Lendlines in Recently Occupied Territories.
TO t All Concerned.

1. anlﬂln ne in recently ocoupied territories will be seriocusly
hampered unless 1rn' are talen to insurs that landlines in such territories
arc mede secure for the passing of U. 5., CONPIDENTIAL equals British COl-
FILDENTIAL mesonees i; the clsar whenever tihe security of such lines is
feasible, Tho neoessity for enciphering all classified traffic except

—RESTRICTED fdlL herd to overload availelile cipher personnel and equipment,
in sddition to infroiucing additional delay in the handling of all traffie,

therebr deoreasing the overell efficicnov of all Al1lied Forces.

2e Imnd]inr% miy be considerad sscurs for the passing of 1,5. CONFI-
DhﬂTIﬂL cquiila British CONFIDENTIAL traffiec in the elear when the fellowing
conditions b['ln on such lines.

8. Torminal peints arec Dpurnirl by Allicd mlllbfrv personnsl or
by Allied civilian personnel who have been properly investistted and cloared
BE  BECQLIrD «

Je Mtdn fremes, repeater stations and such ohbher points subject
to baing reedily tapped are Fopt under immediate supervision by Allied per-
somnr‘ to. insuro thet wntuthorizod intorczpb fpparatus is not attached to
lines at thuse peints and that LEps are pot made to permit unauthorizeod' in-
teronpt av & distent point. In addition, chocks will be riade at frequent,
irropuler dntervals to insure that such taps are not made.

., Londlines end eables will be insvocted for unauthorizcd con-
noetiong and will be patralled ond inspected of irrepular intervels.

. !mattended repesater stetions will be checked freguently and
excmined [or untothorized conneclions.

S« The terne Allied militory personnel and Allied personnel do not
include Ttrlion persernel,

4. The forepolip policy applies to Ttaly, aicily, Sardinia, Co
and to fny other territories which mey be cocupied by Allied troaps.

1

J, DAVIS
grizidier General, USA
DISTRIBUTION: Ad jubnnt thcrg}t

iy ‘commtnd of Cenerol RISENHOVER:

W

U.S. CONFIDENTIAL EQUALS BRITISH CONFIDENTIAL
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Erigadfer General, UG
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311.13

Semrisy

g=in=g, Allied Foree Headquartemws
Attension; Ascistant ghief of gtaff, G-2.

1., Envelopes und packages are received almost daily at Shis
office boaring the indorsiuent W. S. seeret equels british Jwst
sesrot® and indicsting 0-2, Allied jores Headounrters as She office
of ordgin. The packagus nrv adirepsed "allled gontrol Gomminsion,
end slthough it uppearc liksly from the sender’s address that the
contents are mweant for your (-2 seotion hare, there is nothing to
indlocte shat fset. [& is thorefore meseszary for every ltem rogeived
in this way to be opemed to @scerteis whothor ths eontenis are for

g=2.

2, Apart from saving Gomecessery work in this offiee, you
will probebly ogree that the inberests of sucusdly would bo bettor
sorved Af packages carvied particulays of the ulbimaio eonsignee B0
a8 to avold their being opened im trensit by persons not gonserned
with the ocombents.

3, Commucications should be addreseed sAdvansed O~2, AFHN,
¢/o Hu Allded Control gommiesion, AP0 39L.

for the peputy president, illied gontrol Commisslon:

/
alC

As Jo DOLIINS
gaptain, RE
,n8t Sbey of Com
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