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C41371 ) E 3/ 4604
/) PRIRITY

NTOUSA |
88TH DIVISION, PENBASE. KONE AREA NTOUSA. 7TH REPLACEMERT LEFCT.
NAFGD. DMRSI. INFO: ALCOM. PENSOUTH

UNCLASSIFIED,

SUBJECT 16 FULL AND NORMAL EFY OR SENDERS COMPGSITION WESSAGS
SERVICE /i THIS CHRISTHAS AND WGP YEAR. MO SOSPENSION OF SBRVICH
JILL BE WADE AS IF PORNIR SEASONC, | | ﬁ

FU 4ILL BE CONFINED TO REGULARLY BSTABLISRED NUMBSRED TEXTS AND
YO SPECRAL OR LETTERED TEXTS VILL BE INTRODUGED. TAKE STEPS TO
TRSURE MBSSAGES CONTAIN COMPLETE iiILING ADDRESS AND URGE BARL
FILING GYSR PERIOD /RQN RECEIPT THIS VIRE UNTIL 18 DECEWIAR
TNCLUSIVE SINCE WESSAGES FILED AFTER LATTER DATE WAVE LITTLE =
CHANGS DELIVERY PRIOR KOLIDAYS, BOTH EMM AND SEMDERS COM G%-0
WESSAQE FURELY GRESTING IN CHARACTER FMICH ARE FILSD BARLY #2%
BE WELD IN ZI PR USLIVERY PERIOD 25 T 16 DECSVBER BUT RETS

NG ASSURARCE OF DELIVERY YITHIN PERIOD STATED OF AMY MESS

FILED SUBSEQUENT 18 DECENGSR,

AC RIST

INPO ACTION ;POST OFFICAR APO 394
INPO (CHIEBF COMNISA ONER

EST 85C
Ho CONaT
PILE (2)
FLOAT
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A

HEADQUARTERS / 2
ALL1ED COMMISSION

APO 394 it

B July 1945

Sut ject: Insetalletion of telephene

To : Headquarters Communications Officer

Heguest installation of telephene ln Rome 28,
%d fleor, main building, for use of Lt. Fetrillc and
¥r. Wilokersham, of Colonel Fiske's staffl.

L. T. MOHTANT,
Captuin, AGD
guaffl pificer
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The Ac atent Uenernl's Of{ice : J-f .

&

i = i - r - P - ¥ ] .-:-.-'1.
O 3115 43 Apr 45)00=5-51= Ioil/rlr £ 5=828 o
darteson "

wlind LG0T Poliocy ‘anc P'I"Eiltlf"'{"'hfr" boncerning tnecirfopRE Vs tot! Uode
Natwee,

™M The Contnndling Generala,

ATEYY RAD rOl'Ced

Liriy Urould. Jorces

LAy senvice rorces

The Con snder=1in=Chiel,

woutiwast Paciflc .nrea

The Conwendcing Generals,

T™eeteors of cperations

Veferise Com.nands

.'- ﬂpr' rtnents

Horthuest Service Couaand
[litar: Distirict of unzlilngton
Incenendent Comiecncs uncer the Lear lepart . .ent
asa Con wnas

Thae Comp ending uiiiceors,

Jae6 Conisancg

.!. . i-:-:'-.;'i-.- I:.- I...J.[ :;""-'

Proviousa instructiong contalned dn letters AD &ll,0H (7 'y
4£5) 0l=fat="(, 16 a7 1940, anl AG 511.5 (20 Pob ;-}ﬂ“-g-h—w, 1C

i
Jarcn 1564, sunject as aove, Abre lieravr roscincod,
e JURPOGD o=
The Dasgle purpose for uging cols nanes 18 to Insure secrecy

|
::I:'mi:‘r*l‘run; intentione anc to sylemunrd lideravtisn 1JEI'tﬂlnin Lo

mlllitery opel'Btlong.

ge DL ITIO G- =

e Code nomes aro zspecirlly gsclected words asairnecd s

(1) T3 provide discredt and orlef naones for plans,
projcets e forceoas,

ntentimg 1in decuncnts, oo E,m-:

(gusgisns  dertnlidng plwn

() Tp eoneeal |
ticne engd 1
oNerRtisong.

(d)  To desirnnle 2laces in conjunction with 1 &nt 2
QUOVE . RESTHICTLL

' EST SES2u M
(BLTHICTED 5 2 _
R i E - - J [l H
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A0 3118 (d Aardd ) Co=5S=L- (Cont'd) 15 April 1845

b, Code words asslipincc to malor apr apecliel projectod
1oy will 2e claas . Jied Anitielly TOP SECalT. ThHis clrse-
lon nmay we leter cdovwn-gredea in accordance wWith parircroah
We - All other vords will b9 clogsiflec SLUCIET and ore not
oot to downrrcdins but in be cericellea (See Farapreph O,

ns Abttention 1as invitec to the cistircticn between cods
words ol shlpninr Geclenctors (gee lotter AC 400,161 ( 19 un
153 )00=5=57.0T= , 1 June 1343, susject: Hequlsitlonlng anc lnrik-
'or Oversnna Shionent (lerkimg Dircctive}, nog

C ]
ter AG 4CC 181 (20 Aupe 43 )00-0=0207=3, €2 huvpusi
|

v Gontrol; a suoordinate aFerigy ol the
the centrrcl U.&: agency charged with
sodiination and conrdinntlon o code

e  Wlkhin tho U.o, Avmy, tae Operations Division,; uar
Lepartacnt Conernl Stnlli, ls tlic coordingting anc cissoalnating
pronicy for pll Oother cole Wolls.

ce e Operatiung IMviclo ol Lepartment Genoerel

sbtafl, will allot Blpocxe of coLe words Iro.a the “"Convined Jdritich-=-
Inited Stntes Inlcr-uirvices LCodo-uwd [ncers®  (C DUY) to
COVLIANGE uncan Ll (rr Leperlownt, 1Lneludgilip Ll.onotelr conands,
usor tholr reguestes. Comtvndes vhichh are allotted Dlbelks of coce
worca nrc puthorizecd to el gaclirmnments fro.d these blocks subltact
to Lhe nrovisloss o) papreirephs O anc &, below. /T wlll mlgo
be I'arnlsiied a«econ! ol tht "“GCogolinag Liglle=i11l ! Stetes Inter-
i i I

Sorvices Coca-.0 Incex" (CC P 09.), which i85 tho only gutiorizcd

5
B e ————— e s e il = o = T SN TR

gourcs i10i Colc worcs,

"Ir.l i r:‘-:h :.. . -!.'Il IF.:T- JI-' [ I {.I F.l - 1 ; t 0 L 'lJI!. - 5 1 ~¢ i o=
clen of thu Ueae AXMY othor thon dutinorizec arsiprnineg eraficiae onc
| r .

othar than the Opsratinsns Llviston, wer Iopartacnt Gonorel Staflf,
in soeplfically pronfipliied.,

e LS B B R T e m— o ——— e e w— o S m—

¢ pa = e E # i i o, " I = l e T i i T 5 S b
l:i i il .I..‘rL B i I' B T'.. (LI T Ve I‘-l-il-.l-‘ - "..I'||IIIJ..]-'_.|. s i i
o T e R —a = — e —— . it

n, Comyyncs wihich regulre the assigngont ol 'a SLCHET
coce word aAnc vwhich ere not coslgnste. ns pealgning pwthoritico
will roguesat the Operationa Divislist, uwer Lepdrtuent Goneral otaffl,
for o codo vword, .
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The moecning to be ngsimoed the codac wordd will be included In the
regusot, The mothod of transmiselon of this rogquost wlll Bbo

poverned By the urgenc: of 1ts reguirduont, ledio coaaunicntlion
is puthnnrlzed 1Y nccesierit.

b Comucnde dosirnetec as assigning authorlities are
authorized to nssipn SECRLT code worde fro. allotted bloele of
of the Y"Go bined ocritishe-United States Inter-scrvices Codo=-wora
Index" (CCOP OwE) nt thoir discretion. Tho Opcerations Dlvislorn,
wnr Lopartiacnt General Steff, will 9¢ notliiicd fqagediotely of
aasipnmento. Oy t.E}E,.*.“?, Lfquf*lﬂ"_‘i* ME a1 nu:?;l._ma:.. The micening

neslenoe £ oo ecode word cnd, in the cebe ol geographical loentlong,
the coordinatos to 1r:1;1r*,l.111"3r properly the plecewlll be lueludod.

c. Hdantted dlszemination of SECLET coda words, togother
with thetr meenings, will be mede by the Opereations Plvislion,
wer Depertment. ..rh.rﬂl Stef'l . to Antorested apgericloed and comaandes
by n SBECHLT mlxﬂﬁrrrphrﬂ puolicrtion entitled "“iey Lists of

Aesinncd Scerct Code lianmcs".

6. 1EDHOL Ot ALBIGHMLUT OF 70P SECHLT COLE NkHLS--

fe Comsends waiell require the nesinmont of ¢ TOP SECHLET
coto word for o projected operetion and which are not desipnoted
ng assipning authoritics will 1 quest of the cecretary, Joint
Goourit» Control, wWasalnpton 2o, U .L., rf code word for the means

{in- on included in tho reguest. 4dhe aethod of transmlission ot
this roguest will be povernsed by the urgoney ol 1its regulie-
cuts HKecdio comaunlestion ls authorized I nccectory. J

1,  Connend:s danimeted ae ncolrnine nuthorltics arc '
authorlizod to maslipn TO. SLULLT code worcs for orojected operntlons |
'roy the nllottad bloekes ol Ll “Uu:bn.-ﬂ sritizii-=-Unitcd <ctbptan
Intor=-Sarvico Code=tord Index"(CUlopP 0%9) ot th ﬂiT Clacretion,

The Scerctary, Jdoint security Control will De notd lJ el Limnedintoly |
by 'the tost exXpadit.
il mepnlilf.

oug neons evnilable ol l_'n_: r:,m aoht, inclucing

c. Joint Securit Control will multe end control tho cla-
seminaotion, eXeopnt within the au bordinnte comicnds of the assipning ‘
ngeney, of TOP SECLET wordca through TOP SLCALT eantrol chienncls.

7 CLASEIFICATION, DOWNGRADING AND DECLASCITICATION OF TOF

ST GO Wi : e
Jz Y




.
=R -

N, Lodt wonrt. neelifpngd Lo cortel nlor or
oporotions will be eloepgifled T0F GE0IET _
‘et ontt AimtlY thie oneretlion 1ls ountedc-=e.p0., until lancins ol
ainhibinte mountod tronos particiseting In tl pperntiorn, or dn
tiha coza of pirbornc troona, until sueh til ¢ prior o the lshding

la neengapry for thelir osropen Inatructions.

an ountineg end durine continusnea of the onoeratlon,

e

anoli endl srcds w11l ba classiilet ga GLCILT.

c. On coupletion ol the pporetion cperatisal coco words
nv b dovnpgreded to COLEILEGTIAL.

C Lyventualls opuratiungl codo words mry be Cowngy

A
L]

te [LLTHRICTED or deelossified, o8 ajproprinte, for une in his~

toricel cocuments o pnolisacc articlos,

.. Tho downerdding or decleseilficatiorn of opeitrtioncl
cocte worde docg not contiral the clangificition to WO pLElEnta

Lo 1‘m"W;cu1' rit 412 whichi it Yo contelniof. Ag dn the cnso of
elossified untier pencrnlly, etch docwnont musl D0 Frouca £coeo

lrr to 108 E:H: co tent, asovi froa the code word coatalinecd Bidrcs
1n, cxe LCiwiiere  Ghe coude Tora: 18 gt cud hichor then LA classili=-
cotlion vilell wavle novaelly be nesicnuc to tho docuhent 1tsell,

fo The recloesificetion of opornticonnl cocs Wworcs 1in
¢ t1 the above princioslis, and notirtlicrtion ol

rnec, theluding the Osotantisng Divieiaon, Lar Ui-

al Stall evnd Juint wgeurit; Control, 1& tho ri-

yf the theotor comapndor congtrnoc with the odoration.

.-HI'I L[ "..-. 1] r{.r r| .j-T' ||._.l'n. -.F . I;i' | .'. 1[ J'I 'L. F:[‘ |I"':l- :“I'-'l" ."F?

e — ‘ - . -_‘-—-d-l--—.r‘_'ﬂ-'l—“‘-_-_—q_ e i L L

-..I'L & | T
. - . —

i R Fm™ P - =
Bl i Gl b | i E{}'l-."l. llll i

duced fron TGP SECRET, Wi - "
until eomoroatiacd or ywmtil thow are no longorn NONCLG.  wRbilsd
ooCa NfmEs o longer necdod will b cencelled £b Lthe Glacretlioh
of tho pesipning euthorit: end notificontisn rinde throush reguler
fH 1K !.:'- to the Cpereticne Division, wop Loportment Conoarnild

fl Thay sy thon ba moligincd 'In idstoricrl reports ond atnox
1 ¢u::ﬂt; withaut clessifllicntlon.
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The proper use of nll code worcds 1n ocnjolned on nll
L

rsonncl heving cocoo: neroto. In tho proporation of commnica-

Lk
Cionag end docwninty, the following Instructions aonly:

te Commmuniec tioane anc docunintes containine code rords
will He placce in & clessificetilon at lepst ¢qual ko' the Classifi-

s
1

ciition of tho code worcs contoined theroin. Clepesificntisn lower
thhan thret of tho code wora contolnad 1g in 2ir ct violr tion to

L

the proviecliena of AR 38BC-5.

i ho néonines ol TOF CuCihltT coca word will novuer be
i8¢0 in tho gong comamunication ta the code word L1tsolf.

cs 'The nmooning ol ¢ SLCHLLT codg wortt will bo ugec In &
cortunlentlion topgctiicr with the pode ward only when it is

L
abaplutely csnchtinl to cdo =0,
de Ulon £ coce word 1s ustd in ¢ coivmunlicetion or dacie
nent, rolercnce to related locclitias, forecs, cnd nlans showld
LAIKGWLGU 06 COlQG, XTI osiien OOGe Words ore aveilpnole,

G« ' Code voircde will not »og ugod:
(1} A=z g pCdrcae {or ¢ commiicetion
{::‘ AS QO T'sburn poorcéns on mnnll

(%) Ap on eddross for shibucnts

(4) As en indicntor for (ilinr srateu

(&) Ls o cdesignntion of cxehrnge offtces, or othor
netivitios absoclirted with » lfored, nleca, or
plan identliiioc Dy tho codo wordc.,

(’:'} T0 dncic L O E:"ﬂlinrti'ﬂ:} i rautines rllf"ht.-
oneritisng.

f+ Codnnds requiring Ynowlecpe of the moenine of code
words in order to trensect offleilrl Dusincss should request thia
information through ecolaend or tuchnicel channels, os anoropriate,
vithin the resbrlicetions 1noosed by the med for aceurity, cominnde
ing ofiflcuirs receliving luformttion on code wardce aro asutlorized |
to supply sutordinnte agoncloy oi thelr comacnde with po much of
Lilo 1hformatlcn ae omy by '‘aetunlly nocded to tronscet officin
buslincons. 5"291

e i |



AG 211.E (3 Apr 45)07-8-E=!1 (Cont'c) 15 April 1945

Whon ‘pereeons ot subjecet to willtery loaw roquire nowledpo ol eoge
nriis in ortar to transact povernmentnl business, such lnforagtion

#1311 bo sup..ildc under the provislions of porryreohs 20 erd 230,
L ShU=0, 10 orell 1Yas.

10, CoufliOilLe=--

g

In the cned of the comproulisc or poaslole conproiisc ol

n ¢ode vora the orrandzZetis havinp suvelh knowlecpe vwill rcvisoy
t nerebiong Livigion, Wer Dupartricnt dunornl Steff, (nmlso Jolat
5 {ovctlotoly

Soeurlty Conbrpl in the ceio of 1008 SLCRUT cote words
vy Ltho nott cxpecitlong morng Hoselblec. The asslrning
thon vlll D¢ acviged end s ncy coue void will be agsipn
discosinotod ageardils to the Hroceciu e agutllineg avavce.

-

3y oraor of theo Lcoretary of ey

af J. A. TLIO
il i A, UEIC
.!n.!f}f‘ genere l
The Aciutnnt Goncral

/
/

Roproducod lig MTOUSA, &Y April 1945
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Lrded issd ecmolas,
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“a OSllee gy Gp and reden Wil be faol en Sistedbation saly whes

wrenstinle UlospifMectdan o procedanes will be hopt @ Jouset posadible,
‘ammre et roduond o Wleleat ccasiatent wte claminy, 01 indeemed,
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KG 371.2/209 GBI - O 23 Yovembor 1914

MEMO TO: All Comncerned,
SUBJECT: Security of Telephone Conversations.

1. An analysis of the subjects of telephone conversations for the two month
period ending 31 Octobar 194k, indicated security is being violated in that the
conversations included information ns to:

a, Date, time group, refercrce numbers arrl plain text of many highly
classified messapns (violation of cryplopraphic security).

k. Movemant of troops and convoys with dates of departure and arrival
and origin and destinationsa.

c. Critical supply situation such a2 asmunition and gascline require-
ments for armies in this theater snd in France.

d. Replacement and casualty situation in theater and requirements for
additional personnel,

e. Plang for varioua operations.

f. ‘rrival and plans for military mlssions.

g« Discussion of pollitical developmenta,

h. Movement of high ranking officers, officinls and diplomats.

2, Viclations of security committod in telophone conversations during the
past month are of a more serious nature than those of the preceding puriod.

3. In all telephone conversations the operational necessity for a securlity
viclation must be careful! y welghed., There may be occasions whon operatioria will
be unduly hampered by ripid adherence to sceurity precautions.

L. Also in vinow of the fact that it nust be assumed the conwersing parties
are familiar with the backeground of the material belng discussed it shewld be
sufficient in most casea to refer merely to reference rnumber and pﬂr1rrnﬁh riather
than quote the entire meassape or even extracts of messagos, ‘}*I!J [

By command of General WILSON:
/s/ 4. V. Roberts

teproduced by Hq 2675th Hegt, nlliﬂd Commission, H. V. ROBERTS,
(ovhd), *FO 39k, 1 December 19LL % 40 & . Colonel, AU,

Adjutant Oenernl.
JMETRIBUTION:

Unitzs thils Regt.
Sub=Comminsions Allied Commission. SECRET
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t Teqdquarters, Allisd Arsies in Italy
"X" BEransh, Deputy Chief 51z, (att. Col. Hors )

1. In view of approval by your hesdquerters, (conversation Oole Nern,
150, and Oapt, PFebb, this headqmarters, on 22 loyembor) arreangesdnts are being
cowmploted to provide tolephome omummication bLetwees thla Neadguarters and
the Filpot “xehafire. To awnid any posslbility of » loundergtanding, the entire
proprav is oublinad herewith,

2« Thie hoadgmarters willl arrange for & olreuit from &his hea dquarters
%o tho Ghiusl terminus of the privats alroult of the Valdarno Flecteds o whioh
hag authorissd us to share this olroult with themz,

#s At the B8lapa terninus of thla priwmte glrovit, Teti (through arranges
mant with the Alens direetor, Ing. PMeoletti) will ingtall a new privats bYranoh
exohsnge of the typs which will pernit the swilching of imeming oalls from the
privats clroult to the Slena autoratie exchanie. The attondant &t tis elagtrie
company's cabln in Slena will be instructed as %o the number to ilal (20737 or
ROTES) 1n order to ewitol these private line calls through the Sione sutesatis
axghange to the Filpot opsrator,

4 The roubine for making & oall will he az follows
e I'rom Chianciano
T (1) When reeniver (a ploked Bp, Uhimnolsne spsrator will enswey,
Ask thls operator for "vValdamo Chiusi",
(2) ¥vhen Veldarno Chiuwel snswers, ssk for "Valdarno S#oua”,

(3) ¥Whan Veldarno Biena answers, ask for "Fllpet® or request
oparator to dinl 20737 or BOTHS,

(4) when Filpot eperator snewers, request the milisery nusber
or individual dosired,

From sllitary lmstallation

(1) Get Filpet operstor and recusst him to fial nusber 80920,
the Bisna Valdarno terrinus of the private sircuit,

(8) Ask Valdarno (iens for Valdarno Chiusi,

(8) Ask Valdsrmo Chiuai for Chianelane.

(4¢) Ask Chianolane speretor for Plemonts heglem, ANO,
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In sounrdtion with the above rewtine, 1% should be noted that ealls wmy be
rads to elvilian gubeoriders in 2isne Uy requesting sueh nmmber inetead of
asking for "Fllpos" or "BO737", It alse should be woted Shat auy ealls from
this headquarters for military instalations cutaide of Filpot (sweh as trmk
lins oalls to Lightming) will bBe on o recording aud calleback basis, The
eall will be lLweked and wham oomploted, the individual plaeing the eal) will
be oalled bask, Looal FAlpet calls will be oompluted without delay,

fa The officars of thin headgquartsrs who are nuthorised b sake trunk
line oalls ares
Cole Robart P. Warshall 8 )e T, Gi1l%ertacn
Lt Col.A, H, Whits Haje Gule Monk
Col K. Bs King Unls Helia Trovelyw:n
1% Col H.ds Yeroer Capt. J,M.Fournier
Lt Col CJRa Briges Capte H.¥.“nthoven
Lt Col Foly Relther Gapts W, Shouse
Lt Col 5.2- i]li"ﬁhﬂt.t : E.i-l' ﬂl;‘l Kr"-"‘llt"‘r
Japt, N.WN. Saunders

6o 1L wmust De recongnised that the telophone cirewit referred to herein,
fe a publio ize pmasing through numercus olvilisg swi tohing contrale, accords
ingly, vsorg will obmorve all soourity weasurss end aveld eomversaticos
on.olasniried subjevts,

SUBERT P, MAzsRAL:
Eﬂlml. FA
foglornl Coemigatoner

ed) Lt Quillem, Linows Offloer Filpot
Ings Paolettli, Tetl Siena
Valdarno Electris Co., Siana
Valdarno Blectrie Cos, Chbusi
GCAvil Affaire Ssotion, AAT
Pl & Us Dive, Plenotite Rog.
Ohiof of Staff, Alliod Comminslon
Jeputy /5, Allied Gormlssion .~
| , LoOunbn.
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